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A few years ago, you had probably not heard the term “router”, unless you used one in your wood-working class in high school. Today, you hear much more about the word “router” when it is used in conjunction with computers and the Internet. In the computer world, a router is an important piece of equipment and one that is making its way into everyday terminology. So I would like to tell you a little about what a router is and what it can do for you.

A router is a hardware device that connects networks of two or more computers and forwards data across a network of computers.  Devices like network printers can also be hooked up to a router. Routers that you might see in home and small business use are generally small rectangular or square devices about 6” to 8” in size. This type of router will have ports on the back where you can hook in computers, broadband modems, and other devices. A router has lights that indicate its status and the status of the connected devices. Wireless modems often have small antennas. Routers can usually sit on a desktop or the floor, but they can also be hung on a wall.

You can think of a router as a kind of traffic cop that stands on the corner and routes the traffic to their final destination. Just as a traffic cop knows which direction a car is coming from and which way it wants to go, a router knows what data comes from each of the computers, what data each computer has requested, and what data to return to each computer. Routers are the workhorses of the Internet. They make sure that your email gets to your intended recipient rather than one of the millions of other computers. Within a smaller network routers make sure that the data or the webpage that you request is returned to your computer and not the computer of your co-worker or other family member.

While routers have been used for years in the Internet and by businesses, the proliferation of home networks has brought the router into the home and into the realm of the average computer user. In a home, a router typically is used to share an Internet connection. It connects a home network of two or more computers with the network of your Internet Service Provider (ISP), giving each of your computers Internet connectivity. Your ISP issues you one address on the Internet, called an IP or Internet Protocol address. If you have multiple machines at home, a router lets you share that single IP address.

The router watches the traffic going out and waits for the response to the outgoing traffic. It then routes the incoming traffic to the proper computer within your home network. Since the router is watching all the traffic, it knows what information you have requested and only allows incoming traffic that is expected. So if your computer has requested a Web page, it will allow that Web page to come into your computer. Other traffic that has not been requested is tossed aside and not allowed to come in. 

This ignoring of unexpected incoming traffic has an interesting side effect. It actually protects your computer from many malicious attacks from the outside. So the router, since it protects all the computers on your network, is considered a hardware firewall.

In fact, a router plus the firewall that is built-into Windows will, in my opinion, give the average user all the protection that they need. That is, provided that they follow safe computing procedures, like not opening unexpected email attachments and running a good antivirus program.

For heavy duty computer users who want to make sure that their computers are completely protected, third party software firewalls, like those offered by Symantec, McAfee, and Zone Alarm, do offer the added safeguard of watching the traffic flowing in and out of each software program on your computer. However, these firewalls can slow down your computer. They often ask the computer user to permit or deny permission for programs that request Internet access. If you are just an average Joe, it can often be very difficult to determine if you should grant or deny that permission since the names of the files are often nebulous. I can’t tell you how many times I have been called to repair someone’s Internet connectivity only to find out that they had inadvertently told the firewall to deny Internet access to a program that can’t function without it.

So having a router not only lets you share an Internet connection, it also protects your computer without slowing it down. As a matter of fact, even if you only have one computer, you can still use a router between your broadband Internet connection and your computer to help protect your perimeter. With the price of small routers falling to under $50, a router can be a wise investment for today’s computer user, even if they have to pay someone to come in and set it up for them. 
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